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DETAILED ACTION 

1 . Claims 1 -47 are pending. 

Allowable Subject Matter 

2. Claims 1-47 are allowed. 

3. The following is a statement of reasons for the indication of allowable subject 
matter: 

Regarding claims 1 and 12: 

Bowman-Amuah, U.S. Patent No. 6,842,906 B1 discloses a safety judgment method for 
judging safety of an information processing apparatus among the information 
processing apparatus, a first authentication apparatus and a second authentication 
apparatus which are connected through a communication network, comprising the steps 
of: 

• receiving biological information by said information processing apparatus (col. 

82, lines 55-57); 

• authenticating the biological information by judging whether the received 
biological information is proper or not by said information processing apparatus, 
said first authentication apparatus, or said second authentication apparatus (col. 

83, lines 19-20); 

• collecting environment information including information about peripheral 
equipment connected to said information processing apparatus or about software 
installed in said information processing apparatus (fig. 27, #2714); 
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• transmitting the collected environment information from said information 
processing apparatus to said first authentication apparatus (fig. 95); 

Bowman-Amuah fails to teach: 

• transmitting an electronic certificate issued in advance by said second 
authentication apparatus and information encrypted with a secret key issued by 
said second authentication apparatus from said information processing 
apparatus to said first authentication apparatus; 

• authenticating the electronic certificate by said first authentication apparatus by 
decrypting the encrypted information with a public key acquired from the 
transmitted electronic certificate by using a public key acquired from said second 
authentication apparatus, and judging whether or not the decrypted information is 
proper; 

• authenticating the environment information by said first authentication apparatus 
by judging whether or not the transmitted environment information is proper with 
reference to an environment information database, which stores environment 
conditions classified according to information to be transmitted and received, and 
the transmitted information; and 

• judging said information processing apparatus to be safe by said first 
authentication apparatus when all the authentications performed in the step of 
authenticating the biological information, the step of authenticating the 
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environment information, and the step of authenticating an electronic certificate 
are successful. 

Regarding claims 1 and 12: 

Durst, Jr. et al., U.S. Patent No. 6,434,561 B1 discloses: 

• transmitting an electronic certificate issued in advance by said second 
authentication apparatus and information encrypted with a secret key issued by 
said second authentication apparatus from said information processing 
apparatus to said first authentication apparatus (col. 6, lines 52-58); 

• authenticating the electronic certificate by said first authentication apparatus by 
decrypting the encrypted information with a public key acquired from the 
transmitted electronic certificate by using a public key acquired from said second 
authentication apparatus, and judging whether or not the decrypted information is 
proper (fig. 5B); 

Durst, Jr. et al., fails to teach: 

• authenticating the environment information by said first authentication apparatus 
by judging whether or not the transmitted environment information is proper with 
reference to an environment information database, which stores environment 
conditions classified according to information to be transmitted and received, and 
the transmitted information; and 
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• judging said information processing apparatus to be safe by said first 

authentication apparatus when all the authentications performed in the step of 
authenticating the biological information, the step of authenticating the 
environment information, and the step of authenticating an electronic certificate 
are successful. 

4. Independent claims 1 and 12 identify distinctive features of authenticating the 
environment information by said first authentication apparatus by judging whether or not 
the transmitted environment information is proper with reference to an environment 
information database, which stores environment conditions classified according to 
information to be transmitted and received, and the transmitted information; and 
judging said information processing apparatus to be safe by said first authentication 
apparatus when all the authentications performed in the step of authenticating the 
biological information, the step of authenticating the environment information, and the 
step of authenticating an electronic certificate are successful. 

In addition to the distinctive features found in claims 1 and 12, independent 
claims 3 and 36 identify distinctive features of encrypting the collected environment 
information with a secret key issued by the second authentication apparatus. 

In addition to the distinctive features found in claims 1 and 12, independent 
claims 5, 18, and 25 identify distinctive features of installing the decrypted software in 
said information processing apparatus when all the authentications performed in the 
step of authenticating the biological information, the step of authenticating the 
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environment information and the step of authenticating the electronic certificate are 
successful. 

In addition to the distinctive features found in claims 1 and 12, independent claim 
32 identifies distinctive features judging whether or not the decrypted biological 
information and environment information are proper; environment information 
authenticating means forjudging whether or not the transmitted environment 
information is proper with reference to an environment information database, which 
stores environment conditions classified according to information to be transmitted and 
received, and the decrypted environment information; biological information 
authenticating means forjudging whether or not the biological information is proper by 
comparing the decrypted biological information with pre-stored biological information; 
and safety judging means forjudging said information processing apparatus to be safe 
when all the authentications performed by said biological information authenticating 
means, said environment information authenticating means and said electronic 
certificate authenticating means are successful. 

In addition to the distinctive features found in claims 1 and 12, independent 
claims 36 identifies distinctive features of authenticating the biological information by 
judging whether or not the decrypted biological information is proper by comparing the 
decrypted biological information with pre-stored biological information. 

In addition to the distinctive features found in claims 1 and 12, independent claim 
40 identifies distinctive features of said first authentication apparatus judges that the 
environment information transmitted by said environment information transmitting 
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means is proper, said first authentication apparatus judges that the electronic certificate 
and encrypted information transmitted by said encrypted information transmitting means 
are proper, and said safety judging means receives information indicating that the 
information is proper. 

In addition to the distinctive features found in claims 1 and 12, independent claim 

41 identifies distinctive features of installing means for installing the decrypted software 
in said information processing apparatus when the authentications performed by said 
biological information authenticating means and said electronic certificate authenticating 
means are judged successful, said first authentication apparatus judges that the 
environment information transmitted by said environment information transmitting 
means is proper, and said installing means receives information indicating that the 
information is proper. 

In addition to the distinctive features found in claims 1 and 12, independent claim 

42 identifies distinctive features of said first authentication apparatus judges that the 
transmitted environment information is proper, the first authentication apparatus judges 
that the transmitted electronic certificate and encrypted information are proper, and 
information indicating that the information is proper is received. 

In addition to the distinctive features found in claims 1 and 12, independent claim 

43 identifies distinctive features of installing the decrypted software in said information 
processing apparatus when authentications are judged successful in the operation of 
authenticating the biological information and the operation of authenticating the 
electronic certificate, said first authentication apparatus judges that transmitted 
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environment information is proper, and information indicating that the information is 
proper is received. 

In addition to the distinctive features found in claims 1 and 12, independent claim 

44 identifies distinctive features of judging whether or not the received environment 
information is proper with reference to an environment information database, which 
stores environment conditions classified according to information to be transmitted and 
received, and the transmitted information. 

In addition to the distinctive features found in claims 1 and 12, independent claim 

45 identifies distinctive features of when environment information including information 
about peripheral equipment connected to said information processing apparatus or 

. about software installed in said information processing apparatus is received from said 
information processing apparatus, authenticating the environment information by 
judging whether or not the received environment information is proper with reference to 
an environment information database, which stores environment conditions classified 
according to information to be transmitted and received, and the transmitted 
information. 

In addition to the distinctive features found in claims 1 and 12, independent claim 

46 identifies distinctive features of the first authentication apparatus judges that 
environment information transmitted in the step of transmitting environment information 
is proper, the first authentication apparatus judges that the electronic certificate and 
encrypted information transmitted in the step of transmitting the encrypted information 
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are proper, and information indicating that the information is proper is received from 
said first authentication apparatus. 

In addition to the distinctive features found in claims 1 and 12, independent claim 
47 identifies distinctive features of causing the computer to install the decrypted 
software when authentications performed in the step of authenticating the biological 
information and the step of authenticating the electronic certificate are judged 
successful, the first authentication apparatus judges that the environment information 
transmitted in the step of transmitting environment information is proper, and 
information indicating that the information is proper is received. 
5. The closest prior art, Bowman-Amuah teaches receiving biological information 
and collecting installed environmental information from the information processing 
apparatus and transmitting the collected environmental information. Durst, Jr. et al., 
disclose transmitting an electronic certificate and information encrypted with a key and 
decrypting the information. 

The cited prior art fails to teach the following limitation found in claims 1 and 12: 
authenticating the environment information by said first authentication apparatus by 
judging whether or not the transmitted environment information is proper with reference 
to an environment information database, which stores environment conditions classified 
according to information to be transmitted and received, and the transmitted 
information; and judging said information processing apparatus to be safe by said first 
authentication apparatus when all the authentications performed in the step of 
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authenticating the biological information, the step of authenticating the environment 
information, and the step of authenticating an electronic certificate are successful. 

Additionally, the cited prior art fails to teach the following limitation found in 
claims 3 and 36: encrypting the collected environment information with a secret key 
issued by the second authentication apparatus. 

Additionally, the cited prior art fails to teach the following limitation found in 
claims 5, 18, and 25: installing the decrypted software in said information processing . 
apparatus when all the authentications performed in the step of authenticating the 
biological information, the step of authenticating the environment information and the 
step of authenticating the electronic certificate are successful. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
32: judging whether or not the decrypted biological information and environment 
information are proper; environment information authenticating means forjudging 
whether or not the transmitted environment information is proper with reference to an 
environment information database, which stores environment conditions classified 
according to information to be transmitted and received, and the decrypted environment 
information; biological information authenticating means forjudging whether or not the 
biological information is proper by comparing the decrypted biological information with 
pre-stored biological information; and safety judging means forjudging said information 
processing apparatus to be safe when all the authentications performed by said 
biological information authenticating means, said environment information 
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authenticating means and said electronic certificate authenticating means are 
successful. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
36: authenticating the biological information by judging whether or not the decrypted 
biological information is proper by comparing the decrypted biological information with 
pre-stored biological information. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
40: said first authentication apparatus judges that the environment information 
transmitted by said environment information transmitting means is proper, said first 
authentication apparatus judges that the electronic certificate and encrypted information 
transmitted by said encrypted information transmitting means are proper, and said 
safety judging means receives information indicating that the information is proper. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
41: installing means for installing the decrypted software in said information processing 
apparatus when the authentications performed by said biological information 
authenticating means and said electronic certificate authenticating means are judged 
successful, said first authentication apparatus judges that the environment information 
transmitted by said environment information transmitting means is proper, and said 
installing means receives information indicating that the information is proper. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
42: said first authentication apparatus judges that the transmitted environment 
information is proper, the first authentication apparatus judges that the transmitted 
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electronic certificate and encrypted information are proper, and information indicating 
that the information is proper is received. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
43: installing the decrypted software in said information processing apparatus when 
authentications are judged successful in the operation of authenticating the biological 
information and the operation of authenticating the electronic certificate, said first 
authentication apparatus judges that transmitted environment information is proper, and 
information indicating that the information is proper is received. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
44: judging whether or not the received environment information is proper with 
reference to an environment information database, which stores environment conditions 
classified according to information to be transmitted and received, and the transmitted 
information. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
45: when environment information including information about peripheral equipment 
connected to said information processing apparatus or about software installed in said 
information processing apparatus is received from said information processing 
apparatus, authenticating the environment information by judging whether or not the 
received environment information is proper with reference to an environment 
information database, which stores environment conditions classified according to 
information to be transmitted and received, and the transmitted information. 
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Additionally, the cited prior art fails to teach the following limitation found in claim 
46: the first authentication apparatus judges that environment information transmitted in 
the step of transmitting environment information is proper, the first authentication 
apparatus judges that the electronic certificate and encrypted information transmitted in 
the step of transmitting the encrypted information are proper, and information indicating 
that the information is proper is received from said first authentication apparatus. 

Additionally, the cited prior art fails to teach the following limitation found in claim 
47: causing the computer to install the decrypted software when authentications 
performed in the step of authenticating the biological information and the step of 
authenticating the electronic certificate are judged successful, the first authentication 
apparatus judges that the environment information transmitted in the step of transmitting 
environment information is proper, and information indicating that the information is 
proper is received. 

6. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. U.S. Patent No. 6,289,382 B1 to Bowman-Amuah. 
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b. U.S. Patent Application Publication No. 2003/0154381 A1 to Ouye et al. 
8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aubrey H. Wyszynski whose telephone number is 
(571)272-8155. The examiner can normally be reached on Monday - Thursday, and 
alternate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571272381 1. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



AHW 




